Schluss mit Rucklern —

Deep Dive fur UC&C und BCR
optimiertes End-User
Computing
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Controlpanei gestellt werden,

= Dieser Vortrag wird aufgezeichnet und'als
gestreamtes Video zur Verfligung gestellt.
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Meilensteine der
Erfolgsgeschichte

1994

1997

1998

2005

2009

Startschuss
Grindung der ADN
Distribution GmbH
in Bochum

unicon ABN

ADN Akademie
Erdffnung der ADN
Akademie in
Bochum

Osterreich

Aufbau der
Tochtergeszellschaft
in Wien

Metworking &
Security
Aufbau der
Business-Unit
Metworking und
Security

Storage & Cloud
Aufbau der
Business-Units
Storage Solutions
und Cloud
Computing

2010

Schweiz
Tochtergesellschaft
der BCD-SINTRAG
AG aus Glattpark
erweitert die ADN
Group

2013

Neue Partner
ADN wird Microsoft
Gold Commercial
Distributor,
Erweiterung des
Portfolios um
Server-, Storage-
und Metzwerk-
komponenten von

Dell und Nutanix

2014

20 Jahre ADN
Meuer
Umsatzrekord von
257 Mio. Euro im
Jahr des 20-
jahrigen Jubildums

2015

csp
ADN wird Cloud
Solution Provider

2019

Trallafitti

Neuer
Umsatzrekord von
518 Mio. Euro im
Jahr des 25-
jahrigen Jubildums
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01 Uber Unicon

Auf einen Blick

@ Sitz in Karlsruhe, DE

Uunicon B somcme

@ Starke Technologie

Partnerschaften
eLux  Scout ‘
®
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01 Uber Unicon

Unternehmen im
Uberblick

Als Experten fiir Endpoint-Betriebssysteme und Endpoint-
Management unterstlitzen wir Unternehmen in einer
digitalen Gesellschaft.

* Hardware- und plattformunabhangig
e Einfaches Lizenzierungsmodell

* Erfahrung im Banken- und Finanzsektor, Offentlichen
Sektor und vielen anderen Branchen

* Produktfokus

e Langfristiger Produktsupport
e Kurze Entwicklungszyklen

* Hybrides Arbeiten

unicon ABN




01 Uber Unicon

Produktubersicht

eLux®

Linux-basiertes, Hardware-unabhangiges
Betriebssystem

Durchgangige Benutzerfreundlichkeit
Leicht und flexibel
Stabil und sicher

Ideal fiur Citrix-VDI und DaaS-Szenarien

Modular fiir schnelle, schlanke Updates

unicon ABN

Scout

Intuitive, schlanke
Endpoint-Management-Losung

= \erbesserte Business-Agilitat
= Hohere Effizienz im IT-Betrieb
= Detaillierte Endpoint-Konfiguration

= Schlankes Geratemanagement

Scout Cloud Gateway (SCG)

Remote-Arbeitsplatz-Strategie absichern

= Zeit und Kosten sparen

Sicherheit bei Remote-Arbeitsplatzen erhéhen

Tagesgeschaft weiterfihren

Dynamischer sicherer Zugang

Integriertes VPN-Backend
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02 Markt Trends

Desktopbereitstellung verandert sich

E

Physischer Desktop
Endpoint Management, geringe
Flexibilitat, begrenzte Skalierung

unicon ABN

Va
.

1

VDI
Zentrales Management
management, Flexibilitat und
Skalierung abhangig von
Kapazitat des Rechenzentrums

O
]

TJ

Desktop as a Service
Cloud Management, hohe
Flexibilitat und on-demand

Skalierung
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02 Markt Trends

Hybrides Arbeiten gehort die Zukunft

Traditionelles Biiro

unicon ABN' o S '
Remote / Unterwegs

12



Unicon & Citrix
gemeinsam fur
Hybrides Arbeiten

Betriebssystem &
Gerate Verwaltung

Jedes x86 Gerat

unicon ABN

Windows Servi ooo DaaS
a desktops oo :
| —
( J
D E L . goo
Citrix Virtual Apps D
Remote PC Access Web and Saa$S apps

and Desktops service

elLux B

Life's Good

sy @e ()

lenowvo
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Browser Content
Redirection

Wer nutzt BCR in VDI-/DaaSs-
Umgebungen?

Nein, ist nicht bekannt

Nein, ist geplant

Nein, ist nicht geplant

Ja, lauft zufriedenstellend

Ja, lauft nicht zufriedenstellend

SAMSUNG



Browser Content Redirection

Browsers and Resource Consumption

Browser CPU Utilization Browser RAM Consumption

100 Citrix Enablement Training X +
¢ C (O & I & x W = a
90 5 Apps Citrix Learning Cent... Reading list
EN te-KEY108
70 1% Task Manager = 0 X
GDJD File Options View
g 60 Processes Performance App history Startup Users Details Services
Q 60% ~ 87% 0% 0%
ft 50 ON-DEMAN Name Status CPU|  Memory Disk |  Network | Power
& F'eld K Google Chrome (22) 32.9%Q8 1,369.5 MB 0.3 MB/s 0 Mbps . )
) 40 € Microsoft Edge (22) 14%  8284MB 0 MB/s 0Mbps  Very
o It's been a & Microsoft Teams (9) 04%  5235MB 0MB/s O0Mbps  Very
O Hughes ag
30 hall [ Antimalware Service Executable 09% 3089 MB OMB/s  OMbps Very
challenge!
[ Windows Defender Advanced T... 2.2% 193.9MB 0 MB/s 0Mbps Very
DURATION:
20 : [ Microsoft Outlook (32 bit) 03% 1822MB  O.1MB/s  OMbps Very
4% Slack 0.9% 181.6 MB 0MB/s 0Mbps Very
10 B Citrix WEM Agent Host Service 0% 1659 MB 0MB/s 0Mbps Very
E’\ Microsoft PowerPoint (32 bit) (2) 0% 81.3MB 0 MB/s 0Mbps Very
0 4" Slack (4) 0.2% 81.1MB 0.1 MB/s O0Mbps Very
g [#:] Citrix Graphics Engine 7.2%)| 73.0MB 0MB/s 0OMbps Low
—Active — ldle
[ Registry 0% 71.1MB 0MB/s 0Mbps Very
(l;) &4 Citrix XenDesktop Broker Agent ... 0% 67.0 MB 0 MB/s 0Mbps Very
N~ v
B e ~ans . anan Asens v e
>
unicon ABN ;
Fewer details End task
( Close ) v




Browser Content Redirection

Overview

- User interface:
Rendered on Virtual desktop’s browser

Viewport:
Rendered on Endpoint




Browser Content Redirection

Design Considerations

Render Render

HDX HDX HDX

Virtual Desktop

Virtual Desktop Virtual Desktop

000 [ c— 000 [ c— 000 [ c—
Render

Fetch Fetch

7T /7T 7T\
Enas (o) ) [
N4 N4 N4

unicon ABN Server-Side Render Client-Side Render Client-Side Render

Server-Side Fetch Server-Side Fetch Client-Side Fetch



Browser Content Redirection

Design Considerations

Render Render

VDA CPU/RAM Impact: HIGH HDX HDX

Virtual Desktop Virtual Desktop

VDA Network Impact: HIGH %00 <=>l 500 _——
Endpoint Requirements:

None Fetch

7T\ (7T
(ol oy [
%% NNZ%

unicon ABN Server-Side Render Client-Side Render Client-Side Render

Server-Side Fetch Server-Side Fetch Client-Side Fetch



Browser Content Redirection

Design Considerations

VDA CPU/RAM Impact: HIGH
VDA Network Impact: HIGH

Endpoint Requirements:
None

unicon ABN Server-Side Render
Server-Side Fetch

VDA CPU/RAM Impact: Low
VDA Network Impact: HIGH

Endpoint Requirements:
Windows or Linux CWA

Render

HDX

Virtual Desktop

000 —

7NN

SaDy
N\

Fetch

Client-Side Render
Server-Side Fetch

Client-Side Render
Client-Side Fetch




Browser Content Redirection

Design Considerations

VDA CPU/RAM Impact: HIGH
VDA Network Impact: HIGH

Endpoint Requirements:
None

unicon ABN Server-Side Render
Server-Side Fetch

VDA CPU/RAM Impact: Low
VDA Network Impact: HIGH

Endpoint Requirements:
Windows or Linux CWA

VDA CPU/RAM Impact: Low
VDA Network Impact: Low

Endpoint Requirements:
Windows or Linux CWA / Internet

Client-Side Render
Server-Side Fetch

Client-Side Render
Client-Side Fetch
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Browser Content Redirection
Client Fetch & Client Render (Proxy Configuration)

Edit network profile

Profile name Default |
Using base device configuration = | Internet connection test Auto o
Printer Mouse/Keyboard I Hardware | Power management | Diagnostics Ethernet Medium Advanced ' IEEE 802.1X authentication

General Network | Display | Security I Firmware | Multimedia I Desktop | Drives
DHCP - Settings

LAN  WLAN Mobile Internet VPN D]f DHCF fails on startup, use the settings as long they are
valid (within the lease validity)

Name P [ ]1gnore Scout server DHCP options (e.g. 222/223/224)

Default Obtain automatically

Proxy
Type Manual w

Proxy:Port ‘ ‘

d el []Pass-through logen for proxy

Proxy username ‘ ‘

Advanced Proxy password ‘ ‘

Proxy exception list
(Separate multiple addresses by semicolons)

Cancel

OK Cancel Help

unicon ABN
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Browser Content Redirection

Server Fetch & Client Render (Proxy Authentication)

unicon ABN

Edit Setting

Browser Content Redirection Server Fetch Proxy Auth

® Allowed
This setting will be enabled

Prohibited
This setting will be disabled

¥ Applies to the following VDA versions
Virtual Delivery Agent: 2103 Multi-session 05, 2103 Single-session 05, 2106 Multi-session 05,
2106 Single-session OS5, 2109 Multi-session OS, 2109 Single-session OS, 2112 Multi-session OS5,
2112 Single-session 05, 2203 Multi-session 05, 2203 Single-session O3

¥ Description
Controls Browser Content Redirection(BCR) so that HTTP traffic originating at the overlay can be
routed through Web Proxies configured to authorize HTTP traffic authenticated with the VDA
user's domain credentials via the HTTP "Negotiate” auth scheme.

I BCR must be confi?ured for server-fetch in PAC File 'nodelh'o_g" the Browser Content
edirection Proxy Configuration policy. The scnpt must provide instructions to route the
overlay's traffic through a downstream Web Proxy. The downstream Web Proxy must be
configured to require authentication of VDA users via the “Negotiate” auth scheme,

When Allowed, if the Web Proxy responds with a 407 Negotiate challenge (i.e. contains a "Proxy-
Authenticate: Negotiate" header), therf BCR obtains a Kerberos Service Ticketfpy using the VDA
user's domain credentials, and includeSTTIn The suDsequent request 1o the veb Proxy.

‘When Prohibited, BCR proxies all TCP traffic between the overlay and the Web Proxy without

interfering. Thus, the overlay uses whatever credentials are available to it in order to authenticate
to the Web Proxy (e.g. including basic auth credentials),

By default, this setting is Prohibited.

¥ Related settings
Browser Content Redirection, Browser Content Redirection ACL Configuration, Browser Content
Redirection Proxy Configuration, Browser Content Redirection Block List Configuration, Browser

3

Edit Setting

Browser Content Redirection Proxy Configuration

®) Enabled
This setting will be enabled.

http://proxy.lab jhmeier.co m_f'pac.-’proxy.pad

Disabled
This setting will be disabled.

Use default value:

keyword "DIRECT" if direct forwarding to a web server is desired.
This setting is designed for scenarios where a Transparent proxy is configured in your
environment, or you simply do not have any proxy at all.

2. Explicit Proxy

Browser Content Redirection traffic will be routed through the VDA and forwarded to the web
proxy URL that has been specified in the text box.

Allowed pattern: http:// <hostname/ip address>:<port>

For example, http://proxy.example.citrix.com:80 or http://10.0.0.1:8080

3. PAC Files

Browser Content Redirection traffic will be routed through the VDA and forwarded to the web
proxy determined by evaluating the PAC file provided at the URL that has been specified in the
text box.

Allowed pattern: http:// <hostname/ip address>:<port>/<path>/<Proxy.pac>

For example, http://proxy.example.citrix.com:80/configuration/pac/Proxy.pac

Allowed pattern: http:// <hostname/ip address><port>/<path>/<wpad.dat>

For example, http://proxy.example.citrix.com:80/configuration/pac/wpad.dat

By default, this setting is prohibited.

¥ Related settings

Browser Content Redirection, Browser Content Redirection ACL Configuration, Browser Content
Redirection Block List Configuration, Browser Content Redirection Authentication Sites

24
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Browser Content Redirection
Activate BCR in Citrix Workspace App for eLux RP 6

Container UC_RP6_X64 . = am ™ 7 .
L] EI—IAS Version UC_RP6_X64-10-1 unicon @ty é% Egj E 1] Ii’ U Q LJ/ '{@}' & admin
Package Library Q = az Details
Ml c2222020-1
L1 System 4 B cCitrix Workspace app for Linux \ma.ge (.emplate i "
Citrix Webinar
[J Programs and libraries
@ Application ~ [J StoreFront and PNAgent utilities
Package
: mm e 1 ~
= . , ) Language pack English m=  Citrix Workspace app for Linux
iH VMware Horizon Client for Linux v
B Language pack German
: SSH Environment v [} Language pack French Citrix Workspace app 2202 for Linux
RDPConnect . [[J Language pack Spanish Name ica22.2.0.20
[ Language pack Japan File ica-22.2.0.20-1.UC_RP6_X64-1.0.epm
Copyright Copyright (C) Citrix Systems, Inc. All rights reserved
PowerTerm InterConnect v B Utiities and tools ’ o )
Licenses included  $citrixReceiverlLicence$, APACHE-2-LLVM-EXCEPTIONS,BSD-
v ; 3-Clause,BSD-3-clause,Citrix Systems, Inc.,MIT,Python,solar-
Nutanix Frame Client v [ seffservice public-domain
B HDXPlug-n-Play USB 2.0 Build time 02/14/2022 7:04 PM
Citrix Workspace app for Linux ~ i
2 oo I HDX MediaStream Windows Media Redirection Package size 4198 MB
WN 22220201 o ¥ HDX Browser Content Redirection
| | Citrix Workspace app for Linux @
I HDX Microsoft Teams Optimization
Firefox Webbrowser h [} Support for NetScaler App Experience (NSAP) virtual channel
evidian - | I Browser Content Redirection (BCR) using Chromium Embedded Framework (CEF)
Suppeort of web based Ul dialogs
U e & Activate feature package in Citrix Workspace for image
elLuxRDP ~ .
[] App protection
Citrix extensions ~ [] Custom Web Store Extension (experimental)
Chromium Webbrowser v
IMPORT « SAVE SOLVE

unicon ABN
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DEMO: Browser content redirection

[ | € Beem Pea - YouTube x| Big bue button - Search x
< C bigblusbutton.org S a = )
0 BigBlueButton Tutorials Teachers v Schools v Resources v Developers Try It Now

unicon ABN

At 8:30 AM The World Begins
Teaching With BigBlueButton

BigBlueButton is virtual classroom software that has been designed around
the real-world needs of teachers, students, and schools.

About BigBlueButton

Diesor Cliont wird gesplegelt won

Task Manager
File Options View

Processes Pedormance Users Detadls

» Citrx CEIP Service

% Citrx Diagnostic Faclty COM S,

% Citrix FTA, URL VDA Redirector (...

v Citrix Graphics Engine

v Citrix Group Pelicy CSE Engine

Citrix IMA Secure Service

& Citrx Keyboard and Mouse Ma,

& Citrix Local User Service

% Citrix Remote Device Redirector
% Citrix Service Host Executable

Citrex Service Host Executable

Citrix Service Host Executable

Citrix Service Host Executable

» Citrx Service Host Executable

T Citrex Servace Host Executable

Fewer details

Services

End task

26
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Browser Content Redirection

Limitations

__
gy

No Downloads on VDA No Printing on VDA

Only Windows &
Linux Endpoints

unicon ABN
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Citrix Optimization for Unified Communications Solutions

SIP

[Userl} ——LRXHDHEDRTIC oy, [VDAl}

== a

SRTP SRTP
UC solutions
/

[ User 2 } < HDXHDXebRTC - VDA 2

fe===n) AN

unicon ABN
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Citrix Unified Communication Solution support in
General

Citrix Virtual : :
. Web App Windows Linux
Minimum App/Desktop . Mac Support
: .. Optimization Support Support
Versions Optimization
. VDA 1906.2+ Yes, with BCR (Windows

Microsoft Teams N Yy Yes CWA Only) Yes Yes Yes
Skype for Business  RTOP 2.4+ Yes No Yes Yes Yes
Cisco Jabber

7.15+ Yes No Yes No Yes
Softphone for VDI
Cisco Webex :

: 7.15+ Yes Yes with BCR Yes No Yes

Meetings
Cisco Webex Teams 7.15+ Yes Yes with BCR Yes No No
oom 7.15+ Yes No Yes Yes Yes
Avaya One-X 7.15+ Yes No Yes No No

30
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Citrix & Unicon
Unified Communications Solutions Support

@
* Microsoft Teams

@ Skype for Business @ Cisco Jabber Softphone for VDI

Skype
for Business

0 Zoom Cisco Webex Meetings

Z00m

Cisco Webex Teams

unicon ABN



Fragen:

Wer nutzt UC-Losungen in
VDI-/DaaS- Umgebungen?

Nein, ist geplant

Nein, ist nicht geplant

Ja, lauft zufriedenstellend

Ja, lauft nicht zufriedenstellend
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Citrix Optimization for Unified Communications Solutions
It’s a framework (SDK)

Virtual App/Desktops

Media Virtual Channel

>
«

2]5).4

Call Control Virtual Channel

\ 4

>
«

4 Unified communications Applications

N

y

Signaling

unicon ABN

v

4

Authentication

\ 4

Endpoint device

%00

A Media Engine
(Vendor specific)

Citrix Workspace app

v

|

iy ©

Multimedia Devices and Local Files
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Demo Time
oom
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Zoom Demo
Test Call mit Video und Audio
. =

Dieser Cliont wird gesplegelt von
SUPPORT\acmintstrator
Most: 192.159.56,11
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© 2021 Citrix | Confidential

Citrix Optimization for Unified Communications Solutions

Configuration / Installation (Example: Zoom)

(% |
(1]
[ |
(1]
rm
HH

—
ELIAS ™

Package Library

Firefox Webbrowser

evidian

eLuxRDP

Citrix extensions

Chromium Webbrowser

@ Security

@ Communication

Zoom Client for Linux

Zoom Citrix Plugin

W zoomeitriplugin 5100.21068 -1
B Zoom Gitrix Plugin

Microsoft Teams Client for Linux

Utils package for JVDI

Citrix NetScaler Gateway clients

Citrix HDX RealTime Media Engine

UC_RP6_X84
UC_RP8_X64-10-1

ic2222020-1
Citrix Workspace app for Linux

citrix_extensions 2110 - 6
Citrix extensions

chromium 90.0.4430721-7
Chromium Webbrowser

fluendosw 15 -2
Fluendo System-wide Codec Pack

fluendo_ffmpeg_enabler 102 -1
Fluendo FFmpeg Enabler

zoomaitrixplugin 510021068 -1
Zoom Citrix Plugin

Library for Zoom Citrix Plugin

unicon A, GIEBEO0AF S S admn

Details

Image template

Citrix_Webinar

Package

#8 Zoom Citrix Plugin

Zoom Media Plugin for Citrix Workspace app. Zoom is the leader in
modern enterprise video communications, with an easy, refiable cloud
platform for video and audio conferencing, collaboration, chat, and
webinars across mobile devices, desktops, telephones, and room systems.

Name
File
Copyright

Build time

Package size

oS m

zoomgitrixplugin 5.10.0.21068
zoomcitrixplugin-5.10.0.21068-1.UC_RP6_X64-1.0.epm

Copyright (C) 2012-2022 Zoom Video Communications, Inc. All
rights reserved.

04/12/2022 4:42 AM
1616 MB

unicon ABN

For using Zoom in a Citrix VDI please add the
Zoom Citrix Plugin to the image.

As soon as the client has been updated
incrementally with this new package the
Zoom Optimization is available for the users
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Microsoft Teams
Optimization




Citrix Optimization for
Microsoft Teams will support

all major
Platforms

Built in
Workspace
App Media
Engine

Audio, Video,
—— and
Screensharing
Optimization

wwwwwwwww

B [ Single Point
o P Authentication &
Signaling
Maximizes
_ S— Reliability and
Ease of Use
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Citrix Optimization for Microsoft Teams

unicon ABN

CitkikdopdoftiZet ovs witMidabiseftORams

HDX +HYDBHRTC TC
< >

SIP
User 1 VDA 1

Teams Transport
Relay Service

HDX +HVIBHRTC o S|P

User 2 VDA 2



Citrix Optimization for Microsoft Teams

Configuration

Edit Setting
Enables Microsoft Teams redirection
@ Allowed
This setting will be allowed. Container  UC.RP6 X64 — =
9 L E LI AS Version UC_RP6_X84-1.0-1 unicon @EEEEEE élg 2 H
Prohibited
This setting will be prohibited.
Package Library AZ Details
- . . .
Applles to_the following VDA versions 220201
Virtual Delivery Agent: 1906 Server OS, 1906 Desktop OS 1 system v B Gitrix Workspace app for Linux mEsElETEAE o
Citrix_Webinar
~ Description [ Programs and libraries
. . - . . . Application ~ T
This setting enables or disables redirection support for Microsoft Teams. ] D storeFront and PNAgent utiities am Fickee
- 1 ~
[ Language pack English m=  Citrix Workspace app for Linux
r VMware Horizon Client for Linux M p pp
B Language pack German
SSH Environment v [J Language pack French Citrix Workspace app 2202 for Linux
A A . [J Language pack Spanish . IR
e e o e File ica-22.2.0.20-1.UC_RPB_X64-10.6pm
Copyright Copyright (C) Citrix Systems, Inc. All rights reserved
PowerTerm InterConnect v il
B Utilities and tools Licenses included ~ $citrixReceiverLicence$,APACHE-2-LLVM-EXCEPTIONS,BSD-
5 i 3-Clause,BSD-3-clause,Citrix Systems, Inc.,MIT,Python,solar-
Nutanix Frame Client v D Efpentes public-domain
W HDXPlug-n-Play USB 2.0 Build time 02/14/20227:04 PM
Citrix Workspace app for Linux s B Hox 1 Windows Media R Package size 419.8 MB
MW c2222020-1 ey ¥ HDXBrowser Content Redirection
Cance Wi Citrix Workspace app for Linux uy
W HDX Microsoft Teams Optimization Activate feature package in Citrix Workspace App for image
Firefox Webbrowser M [] Support for NetScaler App Experience (NSAP) virtual channel
- . W Erowser Content Redirection (BCR) using Chromium Embedded Framework (CEF)
[ Support of web based Ul dialogs
eLuxRDP v .
[ App protection
Citrix extensions v [ Custom Web Store Extension (experimental)
Chromium Webbrowser v

unicon ABN




Demo Time — Microsoft Teams
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Demo:

MS Teams Optimization to leverage local resources

|

Recycle Bin

Unicon products workshop (4th session) ¢

Task Manager
File Options View

Processes Performance Users Details Services

1% 59%
. v i@ Microsoft Teams 0%  1093MB
Meeting
FUTRO TC Pipeline Call (... 5/1¢ s @ Unicon products workshop (4t
ch leider ausk
Task Manager 123 M8

Background processe

Meeting (%] ActivClient Cryptographic Servi 41MB

87 Actividentity Cache Server 23MB

| ey R Ctrb/Unioonc:. V25 Q@ Actividentity card event handler 0% 50 MB
Unknown: i have edit sccess ) Actividentity Event Service 43M8
%5 Actividentity Event Service 0% 41MB

[ Antimalware Service Executable 0% 1389 MB

%] AotListener 0% 50MB

% Certificate Expiration Check Util. 0% 30MB

@ Certstore Application 29MB

#¢] Citrix CEIP Service 0% 39MB

- Citrix Diagnostic Facility COM S. 0% 1,7MB

%] Citrix FTA, URL VDA Redirector ( 1,5MB

a-| Citrix Graphics Engine 0% 65,0 MB

-] Citrix Group Policy CSE Engine 149 MB

Fewer details
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05 Q&A







