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@ tagesschau Sendung verpasst? () —

e /i1 tschaftsunternehmen in Deutschland stehen im Fokus von
Cyberkriminellen weltweit. Thr Ziel ist es, Daten,
Informationen und Know-How deutscher Firmen zu stehlen
oder diese, beispielsweise mittels der Androhung oder
Durchfihrung von DDoS-Attacken, digital zu erpressen. Dies
trifft nicht nur auf grofie international tatige Konzerne zu,

{ sondern auch auf national tatige Unternehmen des

Mittelstandes. Aber auch unspezifische, breit gestreute Angriffe,
wie beispielweise durch Ransomware, stellen eine hohe Gefahr

) Quelle: Bundeskriminalamt
fir die IT-Infrastrukturen von Unternehmen aller Grofien dar.

Hunderte Unternehmen betroffen

Globale Hackerwelle trifft Deutschland

Stand: 06.02.2023 14:27 Uhr

gt aemesmnes . CYDEIATtACken auf mehrere deutsche

Institutionen lahmgelegt. Laut dem zustidndigen Bundesamt konnten
Hunderte Firmen betroffen sein. Eine Software-Aktualisierung konne die

Sicherheitsliicke schlieBen. MiniSterien und die POlizei

Bei einer groR angelegten globalen Cyberangriffswelle mit
Erpressungssoftware sind auch Firmen und 6ffentliche Einrichtungen in
Deutschland geschadigt worden. "Nach aktuellem Kenntnisstand scheint es

Webseiten mehrerer Ministerien in Sachsen-Anhalt und Mecklenburg-Vorpommern sind
angegriffen worden, angeblich auch von russischen Hackern. In Niedersachsen waren
zudem Internetseiten der Polizei betroffen.

04.04.2023, 20.05 Uhr Quelle: Spiegel Online



Microsoft Digital Defense Report

Our unique vantage point

37bn

email threats
blocked

34.7bn

identity threats
blocked

43tn

signals synthesized daily, using sophisticated
data analytics and Al algorithms to understand
and protect against digital threats and
criminal cyberactivity.

8, 500+ 2 5bn

engineers, researchers, data scientists,
cybersecurity experts, threat hunters,
geopolitical analysts, investigators, and
frontline responders across 77 countries.

15,000+ ;

partners in our security ecosystem who
increase cyber resilience for our customers. July 1, 2021 through June 30, 2022

endpoint signals
analyzed daily

NA\R\OW https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report-2022
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Microsoft Digital Defense Report

Key

=) Enable multifactor
= authentication

@@ Agpl)! Zero Trust
principles

Use modern
anti-malware

@ Keep up

to date

— Protect
Cé' data

98%

Basic security hygiene
still protects against
98% of attacks
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Microsoft Defender for Endpoint
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Microsoft Defender for Cloud Apps

Microsoft Defender for Identity
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m Infermation Werker Plans

Frontline Worker Plans
1

B Microsoft 365

Microsaft 365 Office 365

Enterprise Mobility
+ Security

Microsoft 365

" Requires Microsoft 365 E3 (or Office 365 E3 and Enterprise Mobility + Security E3).
Information protection
Azure Information Protection Plan 1 .
Azure Information Protection Plan 2 @ .
Manual, default, and mandatory sensitivity

labeling in Microsoft 365 * *
Automatic sensitivity labeling in Microsoft 365 apps ® .
Manual labeling with the AIP app and plugin . ®
Automatic labeling in the AIP plugin . .
Automatic sensitivity labels in Exchange, . .
SharePoint, and OneDrive
Sensitivity labels based on Machine . .
Leaming/Trainable Classifiers
Sensitivity labeling for containers in Microsoft 365 - & -
Basic Message Encryption - B -
Advanced Message Encryption ® .
Customer Key ® .
Personal Data Encryption L] .
1 Microsoft 365 F1 does not include Exchange email service or Microsoft 365 apps
# Does not include Exchange email service.
Data loss prevention (DLP)
DLP for emails & files . ® .
DLP for Teams chat w
Endpoint DLP “
Threat protection
Microsoft Defender Antimalware .
Microsoft Defender Firewall # -
Microsoft Defender Exploit Guard # *
Microsaft Defender Credential Guard . -
Bitlocker and BitLocker To Go . -
Microsoft Defender for Endpoint Plan 1 # *
Microsoft Defender for Endpoint Plan 2 - .
Microsoft Defender for Identity - .
Microsoft Defender for Office 365 Plan 2 - .
Microsoft Defender Application Guard for Edge .
Microsoft Defender Application Guard for Cffice . .
Safe Documents . .

-l

-l

-l

.l
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Information Worker Plans
1

B Microsoft 365

Frentline Weorker Plans
1

Enterprise Mobility

Cloud access security broker
Microsoft Defender for Cloud Apps Discovery
Microsoft Defender for Cloud Apps
Office 365 Cloud App Security

Identity and access management
Azure Active Directory Premium Plan 1
Azure Active Directory Premium Plan 2
User Provisioning
Cloud user self-senice password change
Cloud user self-service password reset
Hybrid user self-service password change/reset
with on-premises write-back
Advanced Secunity Reports
Multi Factor Authentication
Conditional Access
Risk Based Conditional Access / |dentity Protection
Privileged |dentity Management
Access Reviews
Entitlement Management
Microsoft 365 Groups
On-premises Active Directory sync for 550
DirectAccess supported
Windows Hello for Business
Microsoft Advanced Threat Analyhics

Endpeint and app management
Microsoft Intune Plan 1
Mobile Device Management
Mobile applicaion management
Windows Autopilot
Group Policy support
Cloud Policy service for Microsoft 365
Shared computer activation for Microsoft 363 apps
Endpoint Analytics
Cortana management

1 Does not include Windows license.
* Limited to policies for web apps.

Pro (for Enterprise F!
) reference) E3 Security’

" Requires Microsoft 365 E3 (or Office 365 E3 and Enterprise Mobility + Sacurity E3). * Requires Microsoft 365 F1/F3 (or Office 365 F3 and Enterprize Mobility + Security E3).
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Microsoft 365 Defender

Microsoft Defender for Endpoint

(Microsoft Defender for Business)
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Microsoft Defender for Endpoint

K r .
S c L v : 2o

b, —
Asset Threat & vulnerability Attack surface Next generation Endpoint detection Auto investigation Microsoft
discovery management reduction protection & response & remediation Threat Experts

-
= l l
| =
Centralized configuration and administration

=

APIs and integration
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Microsoft Defender for Endpoint
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Feature/Funktion

Zentralisierte Verwaltung
(siehe Hinweis T unten)

vereinfachte Clientkonfiguration
Microsoft Defender
Sicherheitsrisikomanagement

Funktionen zur Verringerung der Angriffsflache
(siehe Hinweis 2 unten)

Schutz der nachsten Generation
Erkennung und Reaktion am Endpunkt
(siehe Hinweis 3 unter)

Automatische Untersuchung und Reaktion
(siehe Hinweis 4 unten)

Bedrohungssuche und sechs Monate
Datenaufbewahrung

Bedrohungsanalyse
(siehe Hinweis 5 unten)

Plattfarmiibergreifender Support
Windows, Mac, 105 und Android O5 (fir
Windows Server und Linux siche Hinweis & unten)

Microsoft-Bedrohungsexperten

Partner-APls

Microsoft 365 Lighthouse Integration
(Zum Anzeigen von Sicherheitsvorfallen Gber
Kundenmandanten hinweg)

Defender fiir
Unternehmen
(eigenstéindig)

A N N N N NN

Defender fiir Endpunkt
Plan 1

(fiir
Unternehmenskunden)

v

Defender fiir Endpunkt
Plan 2

(fiir
Unternehmenskunden)

v

AN N N N N N NN

{

{
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https://learn.microsoft.com/de-de/microsoft-365/security/defender-business/compare-mdb-m365-plans?view=0365-worldwide 1



https://learn.microsoft.com/de-de/microsoft-365/security/defender-business/compare-mdb-m365-plans?view=o365-worldwide

B Microsoft

Microsoft Defender for Business

Microsoft Defender Microsoft 365

for Business Business Premium

M Next generation Microsoft Defender for
QW protection Business
Cross-Platf rt
|'E|' Ug’; sAnfjroc:;“\ﬂs;rfdP;,ws Microsoft 365 Business
Mach)z ' Standard
Endpoint Detecti d
[£] R:s::g:;e etection an #I Microsoft Intune
._r. Lll'lreat and Vulnerability e Exchange Online
= Managemen 0 Archiving
+
.+' +« ...and more E‘* Windows 10/11 Business

|:.’| Shared Computer
Activation

." + ...and maore

N\N\GW https://learn.microsoft.com/de-de/microsoft-365/security/defender-business/compare-mdb-m365-plans?view=0365-worldwide 12



https://learn.microsoft.com/de-de/microsoft-365/security/defender-business/compare-mdb-m365-plans?view=o365-worldwide

Gartner
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Figure 1: Magic Quadrant for Endpoint Protection Platforms

—_—

ABILITY TO EXECUTE

CHALLENGERS LEADERS

Microsoft ®
CrowdStrike @
SentinelOne @
Cybereason @
Trend Micro @)
Sophos [}
@ ESET
Trellx @ @ Cisco
@ Palo Alto Networks
@ _Broadcom (Symantec)
VMware
WithSecure ’
Deep Instinct @) @ rortinet

BlackBerry (Q/Ianoe). Bhie e‘%’ [}
Check Point Software Technologies

NICHE PLAYERS | VISONARES

COMPLETENESS OF VISION —_— As of October 2022 © Gartner, Inc

Source: Gartner (December 2022)

B® Microsoft
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Microsoft 365 Defender

Microsoft Defender for Office 365
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Microsoft Defender for Office 365 RS Microsoft

Edge protection ——M8 5

1 ® = @ m -

Metwork throttling IF reputation/throttling Domain reputation Directory-based edge filtering Backscatter detection Enhanced filtering for
on-prem routing

rotection-stack-microsoft-defender-for-office365?view=0365-worldwide



https://learn.microsoft.com/de-de/microsoft-365/security/office-365-security/protection-stack-microsoft-defender-for-office365?view=o365-worldwide

Microsoft Defender for Office 365 RS Microsoft

Sender inteligegnc¢ —0oo——o—o0o >

1 1 ™ " "

] . —— —p— el L L o micrlseft, com
l l -

Account DMARC DKIM, Intra-org spoof Cross-daomain Bulk Mailbox Mailbox intelligence User Damain
compromise detection SPF, ARC intelligence spoof intelligence filtering intelligence impersonation impersonation impersonation

rotection-stack-microsoft-defender-for-office365?view=0365-worldwide



https://learn.microsoft.com/de-de/microsoft-365/security/office-365-security/protection-stack-microsoft-defender-for-office365?view=o365-worldwide

Microsoft Defender for Office 365 RS Microsoft

Content fitering ——0M8 —————— 5

- i:t‘n X v ] g"r </> v v * ° S °
A

Transport AV engines Type blocking Attachment Heuristic ML Tenant URL reputation Content Safe Linked content URL

custom rules reputation blocking  clustering models allow/block lists blocking heuristics attachments detonation detonation

rotection-stack-microsoft-defender-for-office365?view=0365-worldwide



https://learn.microsoft.com/de-de/microsoft-365/security/office-365-security/protection-stack-microsoft-defender-for-office365?view=o365-worldwide

Microsoft Defender for Office 365 RS Microsoft

Post-delivery protection

~ ~ It © A gl ad S
$o t t ¢ &) s
Safe links Phish zero-hour Malware zero-hour Spam zero-hour Campaigns End-user reporting Office clients OneDrive /SharePoint URL detonation
auto-purge auto-purge auto-purge

rotection-stack-microsoft-defender-for-office365?view=0365-worldwide



https://learn.microsoft.com/de-de/microsoft-365/security/office-365-security/protection-stack-microsoft-defender-for-office365?view=o365-worldwide

Microsoft Defender for Office 365 B Microsoft
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Microsoft 365 Defender

Attack simulation training

61 users less susceptible to phishing

38% users have not 70% users have completed
experienced the simulation  training

Montad wooss Tonioey s
bL———— ]

n L]

Sensibilisierung und Schulung

Sensibilisieren Sie die Endnutzer durch praxisnahe Simulationen und Schulungen sowie durch integrierte Funktionen direkt in den
Clientanwendungen.

https://www.microsoft.com/de-de/security/business/threat-protection/attack-simulation-training

19
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Microsoft 365 Defender

Microsoft Defender for Cloud Apps
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Microsoft Defender for Cloud Apps

>  Discover

S Investigate

o
25 Control
Pohicies

Templates

@ Alerts

N\ROW

Dashboard

Filter by app: | Al apps v

Alerts

224 open alerts

Over the (352 30 days

Recent alerts:

Aert
@EY Honeytoken activity
@B0  Suspicious administrative activity

BEY  Suspicious administrative activity

Files infected with malware

8 files infected

dentified maicious fies in your clou

Recently modified files with mahware:

fle name
EarningsReport_2019Q1.zip
System_Spec.txt
eicar.exe.txt
eicar.exe
HR_Summary_Nov2017.txt
System _Spec.txt

System _Spec.txt

Discovered apps

1 discovered apps

App categories by traffic:

Cloud storage

Marketing

1T services

Hosting services

Collaboration

Privileged Office 365 OAuth apps

10 privileged OAuth apps

Privieged & e permiss

Most authorized, rarely used privileged OAuth apps:

Name

asc-cas integration rs
GraphSecurityAPI Ignite Demo Ul
Security-Graph-API

MK _GraphAP|

MK _GraphAPINative

google

Testing App Microsoft Cloud App Security for Office 365

Autnorized by

33MB

19 M8

1BMS

15 M8

15 M8

Top users to investigate

17 users to investigate

rvestigation p s cakeu

Top users to investigate:

Name
SuperAdmin33
Super Admin
Sushil Aryal
Rajesh Kumar
David Curwin
Daniel Goltz

Caroline Lee

0-0900080

View all users to investigate

Top frequent locations

Over the last 30 cays

DLP alerts

the User'’s Merts and activities over 8

S® Microsoft

CONTOSO

App connectors

rd contro! cver the apps you

11 connected app instances

0 connected app instances need your attention

© 2 connected app instances with connection errors

View

Conditional Access App Control

67 connected apps

C ess ADD rol enadies user act
3

%0red and controied in real tme using

635 protected sessions over the last 30 days

223 protected actions over the last 30 days

Azure security configuration

70 Azure recommendations

Defenger for Cloud, provides recommendy

Amazon Web Services security configuration

41 AWS recommendations

enmendations dased on the Center for internet

ty W8 Medium severty [l High severity

21



Microsoft 365 Defender

Microsoft Defender for Identity
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Microsoft Defender for Identity
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Microsoft 365 Defender

Shared signals

T

Microsoft Defender for Identity

( N
Y v

Active Directory entities
Parsed authentication traffic

Windows ETW logs
A A

—» Azure Active Directory

v

User Account Provisioning
sign-ins s Authentication

EAY
=

Authorization

......................... .,z !

AD FS Active
Directory

On-Premises Integration

https://learn.microsoft.com/de-de/microsoft-365/security/defender/eval-defender-identity-architecture?view=0365-worldwide

S® Microsoft
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Microsoft Defender for Identity
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Microsoft Secure Score

Recommended actions Mistor

Pecommended sctom

Rerolve unsecure account attrbutes

Disaile Print spoohet service on doman cont

Rarmone dOrmant 3counts from sensitive growg

Protect andd manage 1ocal admin passwords with Meroseft |

Conligure VN integr ation

Reduce Literdl movement path rish 10 wensitive entities

S10p cleat ten! credentialy expoture

S10p legacy protodols comemunecation

S10p weak cphet wikge

Rermove unsecure SID hestory MMbButed from enlities

https://www.microsoft.com/de-de/security/business/siem-and-xdr/microsoft-defender-for-identity

Microsoft

24
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Microsoft Defender for Identity

N\ROW

Gustavo Pedro

User summary

User thivat

View tecent

May 112022

brrvestigation peionity score

. Aerw R
» - - < wlals
8 Suby o Ve § 1ine (ompaned 35 e orgamlalon
3

User s000w b 1he Bt v weeks

Aderts and A0UIes that contrlauted 10 the score (Last 7 dayy)

W EISC PN |

Suspected DOSyne attack (replicaton of ditectory services)

B log 0% = your srganzation

https://www.microsoft.com/de-de/security/business/siem-and-xdr/microsoft-defender-for-identity

Microsoft
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Ubersicht Lizenzierung

Enterprize Mobility + Security E5 Step-up

(EMS E5) Windows Enterprige Eb Step-up

Office 365 E5 Step-up

BDiscowery &
audi

nslder RIsh
Management

Endpaint
OLP

Microscft 365 ES Compliance

o
i}
=

d

o
E
5}

o

w

w

0

©

m
m
o
2

Z

=

Micros oft 365 E5 Ste p-up
nformation Protection &
Goverrance
IMicros oft 365 E5 Step-up

Automated Defender for Endpoint
Advanced
Hunting I;\seﬂgaihn Cloud Appe ﬁ_ﬁx‘ﬂ.t
po

Microsoft 365 ES Security
Microsoft 365 ES Sacurity

Office 365 E5 Step-up SR Mobltlét;;é::curlty ESEREY Windows Enterprize E5 Step-up



https://m365maps.com/

Microsoft Security Co-Pilot

Analyze incident

$a t the sus

alesLeads (1).onepkg) and it

vorkstations), O
tir

1t (MDATP)

t analysis 7 General incident analysis

N\R\OW/ https://www.microsoft.com/de-de/security/business/ai-machine-learning/microsoft-security-copilot

Microsoft
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Zusammenarbeit mit Arrow im Bereich Microsoft



Team Microsoft
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Manager Microsoft

Business Development Manager

% Microsoft
Modern Work

. A

Sebastian Weil3

+49 (0) 89 / 93099-446
+49 (0) 175 / 5755 385
sebastian.weiss@arrow.com

Program Manager

B® Microsoft

20l

Nadine Mucke

+49 (0) 89 / 93099-275
+49(0)175 / 5755275
nhadine.mucke@arrow.com

Focus Sales

% Microsoft v B® Microsoft
== i /A Microsoft Azure
Thomas Schottenheim tba
+49 (0) 89 / 93099-332 +49 (0) 89 / 93099-xxx
+49 (0)151 /18031783 @arrow.com

thomas.schottenheim@arrow.com

Focus Account Manager Azure Solution Architect

B® Microsoft

/ A Microsoft Azure

B® Microsoft

\ 4
Waldemar Gert Tim Reuter
+49 (0) 89 / 93099-181 +49(0) 89 / 93099-138
+49 (0)171/ 2695 672

tim.reuter@arrow.com
waldemar.gert@arrow.com

B® Microsoft
& itTitan

Fatma Yildirim

PLZ8

+49 (0) 89 / 93099-116
fatma.yildirim@arrow.com

q

B® Microsoft B® Microsoft

@ BitTitan @ BitTitan
Edgar Becker Sandra Deppe
PLZ 4-6 PLZ7,9
+49 (0) 89 / 93099-375 +49 (0) 89 / 93099-264
edgar.becker@arrow.com sandra.deppe@arrow.com

S= Microsoft

| BB Microsoft
| U gitTitan

Elhem Ben Hay
PLZ0-3
+49 (0) 89 / 93099-382

elhem.benhay@arrow.com 29
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Thank You

Thomas Schottenheim

Business Development Manager Microsoft Security
+49 (0) 89 / 93099-332

+49 (0)151 /18031783
thomas.schottenheim@arrow.com
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