Mit Sophos MSP Connect Flex
Umsatze aus IT-Security-Services steigern

September 2024

Songil Mokhtar
MSP Channel Account Executive

SOPHOS



Agenda

= Sophos im Uberblick

= Sophos MSP-Team

= Die Cybersecurity Herausforderung
= Die Losung

= Das Sophos MSP-Programm

= MSP-Bundles

= |nformationen und Ressourcen fur Sophos MSP Partner

SOPHOS



Sophos im Uberblick

N

Y4

©
O

$1.1+ Mrd.

22% MSP Flex YOY growth

600,000+

Total customers

25,000+

Active Channel Partners
7,000 Active MSP Partners

21,000+

Sophos Email Customers

0000

300,000+

Sophos Endpoint Customers

22,000+

Sophos MDR Customers

42,000+

Sophos XDR Customers

300,000+

Sophos Firewall Customers

(gj Der gréRte Anbieter von Managed Detection and
Response Services (MDR)

*E Der einzige Anbieter, der von Gartner als
Customers' Choice und G2 Leader fiir EPP,
Firewall und MDR ausgezeichnet wurde

MITRE
ATT&CK"  Top-Performer in den MITRE ATT&CK Evals fiir

Enterprise Products und Managed Services

g Branchenfihrende Kompatibilitat mit praktisch
jeder Umgebung oder jedem Tech-Stack

g Das umfangreichste Portfolio an erstklassigen
Produkten und Managed Security Services
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Sophos MSP Team — Central Europe
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Die Cybersecurity Herausforderung

SSSSSS



Umfrage
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Die Cybersecurity Herausforderung

Cybersicherheit ist so
komplex, so schwierig
und entwickelt sich so

schnell, dass die meisten
Unternehmen sie alleine
einfach nicht effektiv
bewadltigen konnen.
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Cyberbedrohungen nehmen an Umfang und Komplexitat zu

Cybersicherheitstools sind kostspielig und komplex
(reaktiv, uniibersichtlich, inkompatibel)

Die Einstellung und Bindung von Cybersicherheitsexperten ist zu
einem Wettbewerb geworden

Cyberversicherungen verlangen die Nutzung von State-of-the-Art
Security-Losungen

Rechtliche Vorgaben
(Geschaftsfiihrerhaftung, KRITIS, DSGVO, EU NIS-2)
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Die aktuelle Bedrohungslage

Allian: ® Top 10 risks in Germany

Source: Allianz Commercial. Figures represent how often a risk was selected as a percentage of all responses for that country.
Respondents: 454, Figures don't add up to 100% as up to three risks could be selected

Top 10 C
Allianz Risk Rank Percent 2023 rank Trend

Baslarend acldle 1 Cyber incidents (e.g., cyber crime, IT network and service disruptions, malware / 44% 2 (40%) +
konnten ransomware, data breaches, fines, and penalties)

Business interruption (incl. supply chain disruption) 37% 1(46%)

Changes in legislation and regulation (e.g., tariffs, economic sanctions, 23% 4(23%)
protectionism, Euro-zone disintegration)

Shortage of skilled workforce’ 20% 6(17%)

Natural catastrophes (e.g., storm, flood, earthquake, wildfire, extreme 20% 5(19%)
Andanimaen von G weather events)

MokroGkor Climate change (e.g., physical, operational, and financial risks as a result of 19% 8(17%)
global warming)

Energy crisis (e.g., supply shortage / outage, price fluctuations) 17% 3(32%)
Fire, explosion 16% 10(13%)

Political risks and violence (e.g., political instability, war, terrorism, coup d'état, 16% NEW
civil commotion, strikes, riots, looting)

Macroeconomic developments (e.qg., inflation, deflation, monetary policies, 15% 6(17%)
austerity programs)

://www.allianz-trade.de/wissen/wirtschafts-news/allianz-risk-barometer-2024-geschaeftsrisiken.html SOPHOS
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Ein Drittel der Ransomware-Angriffe
beginnt mit einer ausgenutzten,
ungepatchten Schwachstelle
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Die Losung
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Wie konnen aktive Angreifer gestoppt werden?
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Vernetzte Produkte und
Services, die zusammenarbeiten
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Jede Sicherheitslosung spielt eine wichtige Rolle

TN

ENDPOINT

Entdeckt verdachtige
Aktivitaten und
Malware

e

FIREWALL

Entdeckt
Einbruchversuche und
Ausspionieren

) IDENTITY

1012210
o1(@n o
10Ny

Entdeckt
unautorisierte Zugang
und Ausweitung von

Privilegien

EMAIL

Feststellen des initialen
Zugangs, Versuche die
Zugangsdaten zu
stehlen

—

CLOUD

Hinweise auf
unbefugten Zugang
und Versuche, Daten

zu stehlen

) NETWORK

|dentifikation bosartiger
Gerate, ungeschitzter
Gerate und neuartiger

Angriffe
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Die Losung: Sophos MDR - Cybersecurity as a Service

Das ausgelagerte SOC fiir Kunden
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Experten

24/7 Bedrohungserkennung und Reaktion

Vollstandiges Incident Response bei Angriffen

Mehr als 22.000 MDR Kunden

<

Prozesse

ﬁ

Technologie

Telemetrie von mehr als 600.000 Unternehmenskunden

Bestmogliches Ergebnis fiir die IT-Sicherheit Eurer
Kunden
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Sophos MSP Connect
Flex Programm
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Sophos MSP-Programm

e EIN Security Hersteller
e EIN flexibles Programm

e EIN Management Dashboard

@ Sophos Cloud Optix
@ Sophos Wireless

@ Sophos Email

Sophos Mobile

Sophos Central
Phish Threat

@ Server
@ @Encryption

Web
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EIN Security Hersteller
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Adaptive Cybersecurity Ecosystem

Managed Services

M Sophos MDR
ﬂ Sophos Rapid Response

Sophos Endpoint Sophos Firewall P 5SFwa Firewall
Sophos Server Protection Sophos Switch BE= switch

Sophos Mobile Sophos Zero Trust Network

Sophos Encryption Sophos Wireless —

Open APIs

Endpoint Security Network Security

Threat Intelligence

Artificial Intelligence Sophos Labs

Data Lake

Self Managed

@ Sophos Central
M Sophos XDR

Sophos Cloud Native Security

Sophos Cloud ;
Workload Protection H SCRRoSE)

Sophos Cloud Series Firewall n Sophos Phish Threat

Cloud Security Email Security

Security Operations

Endpoint
Security

Network
Security

Cloud
Security

Email
Security

Identity
SOAR
Threat Intel
SIEM

ITSM
RMM/PSA

suoneibaju| Ajed paiyl
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Hersteller Management vereinfachen — Kosten einsparen

SONICWALLZ
Meraki

©

SOPHOS

Greenfield

Intercept X

® @ XG Firewall
@ Sophos Cloud Optix

@ Sophos Wireless
@ Sophos Email

Sophaos Mobile

Sophos Central

@ Phish Threat

@ Server
@ @Encryption

Web
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EIN flexibles Programm
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MSP Flex Journey

www.sophos.com/msp

Zertifizierung:

Sales
MSP Fundamentals
Anmeldung (SCO1)
Managed
Services Sophos MSP
Business- Connect
modell (MSPO1)

MSP
Distributor
Genehmigung

MSP Flex
Onboarding
Prozess

®
o
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MSP Hub - Trainings

SOPHOS PARTNER PORTAL ASSET LIBRARY MANAGE SOPHOS CENTRAL

MSP Hub
Only partner portal administrators are able to view and accept MSP Connect terms ani -

administrators for your organization = C5P Hub

SALES CONSULTANT

Cloud Security
@] Provider

Selling MDR and §03
Cybersecurity as a Service Sales Fundamentals m MSP Connect

SALES CONSULTANT SALES CONSULTANT SALES CONSULTANT SALES CONSULTANT SALES CONSULTANT

SU01 - Sales Fundamentals SCO02 - Selling MDR and CSPO01 - Sophos Cloud Security SCO01 - Sales Fundamentals - MSPO01 - Sophos MSP Connect
2023 Update Cybersecurity as a Service - Sales Consultant - Sales Consultant
Sales C...

0.5 hour(s) 1 hour(s) 5.5 hour(s)

R, - without having to uninstall their current solutions. In just

Sophos & Distributor approval
for monthly billing

SOPHOS



MSP Lizensierungsmodell

Endpoint Security

= Central Intercept-X Advanced (CIXA)
= CIXA with XDR
= CIXA EDR MDR Complete

Mobile Advanced

®  Secure smartphones and tablets just
like any other endpoint

Device Encryption (PC/Mac)

= Easy and highly effective last line of
defense against data loss

Central Email Advanced

® Email threat protection, content
control and encryption

Phish Threat

= Security Awareness Training for MSPs
and end user customers

Zero Trust Network Access

= Securely connect your users to your
applications

Sophos Central

The world's most trusted cybersecurity
platform

Sophos Firewall Subscription:

= Standard Protection

= Xstream Protection

= Xstream Protection with WAF and Email
=  XG Virtual Appliance (2C4G+)

Device Reporting

= XG Firewall reporting and storage

Server Workload Protection

= Server CIXA

= Server CIXA with EDR

= Server CIXA EDR MDR Advanced

Cloud Environment

Cloud Optix
= Cloud security monitoring, analytics,
and automation for AWS, Azure, GPC

SOPHOS



MSP Aggregierte Abrechnung

User Licenses

Endpoint Security, Mobile, Encryption, Firewall Subscriptions

Phish Threat, Email and MDR

1500 User Licenses

3 3 Se rver |_| censes 1-99 User Licence 1-24 Devices/Virtual Appliances
2 6 DeVi ces 100-499 User Licence 25-99 Devices/Virtual Appliances
105 ClOUd ASSEtS 500-999 User Licence 100-199 Devices/Virtual Appliances
4 X 25 G B Re po rt| ng 1,000—4,999 User L'|cence 200-499 Dev!ces/V!rtuaI AppI!ances
5,000-9,999 User Licence 500-999 Devices/Virtual Appliances
10,000+ User Licence 1000+ Devices/Virtual Appliances

Cloud Security Posture Management

Server Licenses
Intercept X for Server

Central Firewall Reporting Advanced

Cloud Optix

1-24 Server Licence 1-49 Assets
Central Firewall Reporting Advanced (CFR-A) is

25-99 Server Licence 50-99 Assets licensed at a fixed price for a 25GB block per
month and appliance.

100-249 Server Licence 100-249 Assets

250-499 Server Licence 250-499 Assets

500-999 Server Licence 500-999 Assets
1000+ Server Licence 1000+ Assets

SOPHOS



EIN Management Dashboard
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Sophos Central

Partner Dashboard Admin

Allows Partners to manage @) Endpoint Protection (®) Wireless
multiple customer installations @ Mobile Protection @ Firewall
@ Server Protection @ Email Security
@ Encryption 3_@ Anti-Phishing

SOPHOS



Onboarding Guides fur Partner

@ Sophos Partners > MSP Guides

Central Partner MSP Guides Central Partner MSP Guides

Central Products MSP Guides

Sophos Firewall MSP Guides

SOPHOS.

=omos
COMMUNITY COMMUNITY

Central Partner Central Partner
MSP Guides MSP Guides

Sophos Plug-in for Convert a Termed
Kaseya (Live Demo) Central Admin Account
This is a live demo of the Sophos Plug-in for tO Monthly

Kaseya VSA with limited functionality. Only the
Sophos Plug-in navigation on the left side works
to allow for a review of what information is
available via the plug-in. The Sophos Plug-in can
be found he

This guide will walk through the process in
Central Partner Dashboard to convert a Central
Admin Account from Termed to Monthly using
the Update Billing button. Accounts under 30
days can be converted, which willimmediately
terminate the Termed Lic...

https://community.sophos.com/sophos-partners/b

COMMUNITY
Central Partner
MSP Guides

Partner Portal - User
Management

Welcome to the Partner Portal - User
Management guide. You will learn how to edit an
Inactive Account that was created in Central
Partner Dashboard and how to create a New
Partner Portal User. For a Fullscreen Experience
Click Here

D
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MSP Bundles
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MSP Business Vorteile

= Langfristige Kundenbeziehungen
= Wiederkehrende Umsatze

= Cross-selling Moglichkeiten

= Flexibilitat

= Kosten- und Zeitersparnis

= “trusted advisor” - keine
Vergleichbarkeit t

| ¢

SOPHOS

= Erweitertes Security Portfolio
= Effizienzsteierung (Dashboard)
= Dediziertes MSP-Team

= Preisbandspriinge

= Promos

= Partnerlevel (x24)

SOPHOS



MSP-Bundles

Premium Plus Premium Standard
15,90€ 9,90€ 7,90€
Endpoint Protection (CIXA) v v v
Extended Endpoint Protection (XDR) v v
24/7 Endpoint Protection Security (MDR) v
Zero Trust Network Access 4
Device Encryption 4
Email Security 4 v
Phish Threat / Security Awareness Training v v
Mobile Security 4
Security Reports inkl. Beratung v + x€ / Std. + x€ / Std.
Monitoring & Patch Management 4 4
Backup 4
Installation v v + x€ einmalig
Vor-Ort Service 5 enthalten + x€ / Std + x€ / Std.
Support/Hotlinezeiten 24/7 8:00-18:00 Uhr 8:00-18:00 Uhr
Garantierte Reaktionszeit 2 Stunden 4 Stunden 8 Stunden

SOPHOS



Checkliste

= Beurteilung der Kundenstruktur

— = Rechtliche Grundlage / Vertragswerk
V —

g— = Anpassung der internen Prozesse /
0— Automatisierung

0 —

= Schniiren der Servicepakete
0 drei Pakete zur Auswahl

0 das beste Paket ist vorausgewahlt (digital), optisch
hervorgehoben, links ausgerichtet

SOPHOS



Informationen und Ressourcen fur
Sophos MSP Partner
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Sophos MSP-Promos

Global®* MSP Flex Promotion
XG/SG to XGS Hardware Refresh

Exclusive offer to upgrade your XG and SG Series customers

Angebot flr MSP Connect Flex Partner

Sanhns Firewall MSP-Angebot

Angebot fiir MSP Connect Flex Partner — irdware der XGS-Serie

Sophos XG Series hardware 3

life date on March 31, 2025 4 SOphOS MDR MSP'AngebOt on K it der Sonhos Firewall den ma
will be end of life from June 0 . : L 3 L_ o “
For a limited time only, MSP { 25 % Discount auf Sophos MDR are

can take advantage of an exg Gultig bis: 31. Marz 2025
existing XG and SG Series hal te nt C ; nz ort-Erstellung far all Ihre Kunden und
70% discount on XGS Series . ' . ' otianen
The promo code must be ent ie [hren monatlichen Ku jetzt Sop MDR - den MDR-Servi

serial number(s) of the XG/S viele Kunden trauen.

being replaced must be prov
on or before the promo end ¢

July 4, 2024 - September 30, 202

Welche Vorteile bietet Ihnen eine Sophos Firewall als MSP?

. . N Y - zu lhren monatlic
Angebotsbedingungen: Sophos MDR

Wir ermoglichen unseren Distributoren, 2 ten : shos MO fanaged D g :n. Das be r M Welche Vorteile bietet eine Sophos Firewall Ihren monatlichen
; ] . , Anisationen sd . Kunden?

icherheit und

ebot erflllen, & rtih it t o gen und Drittanbieter-Las
R inlhrem
SC0 rihre &n n
T 01.10.2024 bis 31.03.2025

ungen

ragen haben

SOPHOS
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MSP Asset Library

Asset Library

Marketing Materials / Product Resources
Webcasts & Events / PPT Presentations
Email templates / Campaigns

Case Studies (customer and partner)

SOPHOS | PARTNER PORTAL MANAGE SOPHOS CENTRAL GET HELP

Welcome to the Sophos Partner Portal

Learn more about the tools that make selling, marketing, and supporting Sophos products easier.

Learn More

g 0O 0

Q@

ASSET LIBRARY

COLLECTIONS PLAYBOOKS

o= Al

Get Started
» Product Resources
} Pricing
} Promotions
} Verticals & Compliance
P Services & Help Desks
» Webcasts & Events
} Marketing
P Case Studies
Support
Threats & Malware
Training & Certification
} Partner Program
P Partner Porta
} Managed Service Providers
} Cloud Security Provider Program

Miscellaneous

—
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MSP Support & Ressourcen

MSP Support 24x7x356 Partner Portal — MSP Hub

Phone: 1-866-541-3186 SOPHOS | PARTNER PORTAL ASSET LIBRARY

MSP&CSP ~

Email: MSP.Support@sophos.com

MSP Hub

SOPHOS Dashboard
CSP Hub

vvvvvvv

- MSP Connect Flex Usage
i We're Moving to .

o il
WEETQINGICETC Join CSP Program

Central Dashboard

Usage For My Monthly Customers

0@

Sophos MSP Onboarding Video =
Sophos MSP Global >

1.41K subscribers

MSP Global YouTube Channel:
https://www.youtube.com/channel/UC-v9iPG-tkYQ-AglIPdRN7Q

>
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https://www.youtube.com/channel/UC-v9jPG-tkYQ-AglIPdRN7Q
https://www.youtube.com/watch?v=eFYKaKZPmNg&list=PL4lJRDTAamQQtvbMnPW13Cqdko-GyrGMl&index=4

Jetzt informieren zur MSP-Journey

N | MSP-Forschungsreise

Jede Menge Erfahrungen und Impulse fiir hren Erfolg mit Managed Security Services. Erfolgreiche Partner
teilen ihre Erfahrungen und Erkenntnisse zu den wichtigsten Faktoren fir ein erfolgreiches MSP-Business.

Einfach anfangen'und nicht im
Detail verlieren

Das MSP-Journey eBook [w_\Q Gesprache & Interviews

Die wichtigsten Erfolgsfaktoren fiir mehr Managed Security
Business — zusammengefasst in einem kompakten eBook! Belegt
durch Umfragen, Analysen und Input von erfolgreichen IT-
Unternehmen. Hilfreich fir alle, die im MSP-Bereich starten
wollen oder schneller weiter wachsen méchten.

MSP-Experten im Interview: geballtes Know-how zu den Themen
Portfolioentwicklung, Neukundengewinnung, strategische
Unternehmensausrichtung und vieles mehr.

SOPHOS


https://msp-journey.de/
https://podcasts.apple.com/de/podcast/was-leistet-ein-it-security-assistance-programm-und/id1640715723?i=1000595392552
https://open.spotify.com/episode/4IuRbRg7Jf26XfRFnLqNoR?si=866a9a9cf7ce4044
https://msp-journey.de/
https://msp-journey.de/msp-journey-das-ebook

And the winner is...
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