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Willkommen!
Die Neue Formel für Cyber Resilienz
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„Vor dem Knall“
Verhinderung von Verstößen und 
Eindämmung von Bedrohungen

„Nach dem Knall“ 
Vorfallsreaktion und 

Datenwiederherstellung

Endpoint Detection 

& Response

Darknet-Exposition

Perimeterschutz 

Netzwerkgesundheit

Identitätsreaktion 

Ransomware-Prävention

& -Beseitigung

Sicherheit + Backup = Cyber-Resilienz

Identifizieren, erkennen, reagieren VERSTOß Schützen, reagieren, wiederherstellen

Isolierte Cloud-Backups

Unveränderliche Kopien

Erkennung von Anomalien 

Backup-Schutz für Server, 

Workstation und M365

Flexible 

Notfallwiederherstellung

Automatisiertes 

Aufbewahrungsmanagement
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How N-able MDR works
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Demo
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Kleine Ergänzung: CISA CTEPs

• CISA Tabletop Exercise 
Packages [Link]

• Targeted toward critical 
infrastructure and public safety

• Addresses areas of improvement, 
threats, issues, and concerns

• Gain understanding of issues 
faced during and after an incident

• MSPs are great at taking best 
practices and adapting it
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https://www.cisa.gov/resources-tools/resources/cybersecurity-scenarios
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Incident Response’s Reality

✓ Contain threat

✓ Remediate

✓ Restore backups

Perception

6

Reality

✓ Call lawyer and insurance provider

✓ Work with insurance referred incident 

response firm (undefined downtime during 

this process)

✓ Forensics

✓ Contain/remediate

✓ Restore backups

✓ Notify compliance and regulatory bodies as 

well as authorities of breach

✓ Notify customers of breach

✓ Regulatory penalties, legal action from clients

✓ Loss of trust and reputational damage

VS



Q&A
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Additional Resources

• MITRE ATT&CK® Database for Techniques and here are actual results Enguity ATT&CK® Evaluations

• SANS – Ultimate list of Cheat Sheets

• https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-sheets/

• CIS – Blueprint for Ransomware Defense

• https://securityandtechnology.org/wp-content/uploads/2022/08/IST-Blueprint-for-Ransomware-Defense.pdf

• NIST

• SP 800-62 – Incident Handling Guide

• https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

• SP 800-53 – Contingency Planning  Template

• https://csrc.nist.gov/CSRC/media/Publications/sp/800-34/rev-1/final/documents/sp800-34-rev1_cp_template_high_impact_system.docx

• SP 800-84 – Tabletop Guidance

• https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-84.pdf

• CISA Alerts & Advisories - https://www.cisa.gov/uscert/ncas/alerts

• CompTIA Emergency Response Corps - https://msp911.org(coming soon)
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https://attack.mitre.org/
https://attackevals.mitre-engenuity.org/results/enterprise?view=cohort&evaluation=er6&result_type=DETECTION&scenarios=2,3,1
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://securityandtechnology.org/wp-content/uploads/2022/08/IST-Blueprint-for-Ransomware-Defense.pdf
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://csrc.nist.gov/CSRC/media/Publications/sp/800-34/rev-1/final/documents/sp800-34-rev1_cp_template_high_impact_system.docx
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-84.pdf
https://www.cisa.gov/uscert/ncas/alerts
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Vielen Dank
Hier erfahren Sie mehr über uns

https://www.n-able.com/de/products/adlumin-managed-detection-and-response
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